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ANAPTHTEA 2TO AIAAIKTYO

Anédaon 11/23.07.2019
Tn¢ 88n¢ Zuvedpiaong tng Emtponig Epeuvwyv ka Ataxeipiong
tou Mavemotnpiov Nelomnovvrioou, otig 23-07-2019

Tnv 23" louAlou 2019, nuépa Tpitn kot wpa 9:30 m.u., otnv aibouca cuvedplacswv «Kwvotavtivog A.

Anpomoulog», oto Ktiplo tng Mputaveiog, otnv TpimoAn, éAafe xwpa n 88" Tuvedpiacn tng Emttponng

Epsuvwv kot Ataxeiplong tou MNavemniotnuiov Mehomovvricou, katormy g unt’ aplOp. mpwt. 8858/19.07.2019

MpdokAnong tng Mpoédpou, Kabnyntplag k. Zodlog Zuyd.

Noapovrteg:

1.

Zuya 2odia, Kabnyntpla, Avtutpitavng, we Npoedpog.

2. Toakipn Aéomowa, KaBnyntpla, ekmpoowrmo¢ Tou Tunuatoc Kowwvikng Kot EKMadeuTIKAG
MOALTIKAC, TAKTIKO HEANOC (LEow TthAeSLaokeng).

3. XouAwdpag Aotéplog, KabBnyntng, ekmpoowmnog tou Tunpotog MoALtikng Emotnung kot AteBvwy
YXECEWV, TAKTIKO HENOG (LEow TtnAebSLdokeng).

4. Belwtn - lewpyomnoviou Mapia, AvamAnpwtpta Kadnyntpla, ekmpdowmnog Tou TUAHATOG O£0TPIKWY
Inoudwv, TOKTIKO HENOG (LEow ThAedldokeng).

5. Poyxog - XA Avépéa Noaodla, Emikoupn KaBnyntpla, ekmpoowmog tou Tunpoto¢ NoonAeuTikng,
TOKTLKO HENOG (HEow TnAeSLaokePnc).

6. Mmnavou Awuia, AvarmAnpwtpla Kabnyntpla, ekmpdowrnog tou Tunuartog lotopiag, Apxatoloyiag
Kot Atayeiptong MoAtlopikwv AyaBwv, TakTko PéNog (LEéow TNAeSLaoKkeng).

7. Kanetavakn odia, Enikoupn Kabnyntpla, ekmpocwmnog tou Tunuotog OloAoyilag, TAKTIKO HENOG
(Léow tnAedldokedng).

8. Metpdémoudog Anuntplog, Avarminpwtng Kabnyntng, téwg Mpodedpog tng Emwtponng Epsuvwv kat
Awaxeiplong tou EAKE tou TEI Nelomovvioou, xwpig Sikaiwpa Pridou (péow tnAediaokednc).

9. Zuppakéong Inupidwv, KabBnyntng, téwg Npdedpog tng Emitponng Epeuvwy kat Alaxeiplong tou EAKE
tou TEI Autikrg EAadac, xwpig Swkaiwpa Prdou (Héow tnAedlaokedng).

ATOVTEG:

1. Owpuakog¢ AnuAtplog, Kabnyntrg, ekmpoowrno¢ tou TuRUotog OLKOVOULKWY EMOTNHWY, TOKTKO
péloc.

2. Ikwadomoulog Imuplbwv, KaBnyntng ekmpoowmno¢ Ttou Tunuatog MAnpodoplkng  Kat
TNAEMKOWVWVLWY, TAKTIKO PHENOC.

3. AAegomoulog Mavaywwtng, AvamAnpwtn¢ Kabnyntng, ekmpocwrnog tou Tunuatog Opydavwong Kat

Awaxeiptong ABANTIOHOU, TAKTLKO HEANOG.

21N Zuvebdplaon Nrav ouvdedepévog péow tnAedldokedng, xwpic Sikaiwpa Pridou, To avamAnpWUATLKO

MEAOC K. NikOAaog Zaxaplag, Kabnyntng, ekmpocwmnog tou TuRuatog lotoplag, Apxatoloylog kot Aloxeiplong

MoAltlopikwv AyaBwv.
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Ta Mpaktikd tripnoe n Avaninpwtpla Mpappatéag tng Enttponng Epeuvwv kal Alaxeipong K. Afquntpa
MNavvakomouou.

Adou Slamniotwbnke n KATd To VOUOo amaptia, dpxloe n Tuvedplaon nepi wpa 9:40 ..
ZulntABnkav ta BEpata tng Huepnolag Aldtaéng kat anodaciotnkav wg €€AG:

A. ENHMEPQ2H
B. ANAKOINQZEIZ

. OEMATA HMEPHZIAZ AIATAZHZ

Oépa 11: Eykpon MNpoaktikou Emitpontric A§loAdynong oto mAaioto tng urt’ apOu. 6930/18.06.2019
NpookAnong EkdRAwong EvSiadEpovtog yla thv avadeon €pyou os Vo (2) dtoua, yia tTnv VAomoinon
MEPOUG TOU PUOIKOU OVTIKELHEVOL TOou £pyou «CYBER- TRUST: Advanced Cyber — Threat Intelligence,
Detection and Mitigation Platform for a Trusted Internet of Things» (K.A. 0333).

H Mpodedpoc tng Emtponng Epsuvwv kat Alaxeiplong, Kabnyntpla k. Jodia Zuyd, evnUeEPWVEL TO APOVTA
UEAN ya to unt’ apBy. 8250/10.07.2019 MNpaktikd Emitpomng A€loAdynong oto mAailolo Tng um’ oplBp.
6930/18.06.2019 MNpdokAnong EkdnAwaong Eviladépovtog yia tnv avabeaon £pyou os Vo (2) dtoua, yla thv
vAomoinon pépoug Tou GUOLKOU avTIKELUEVOU Tou €pyou «CYBER- TRUST: Advanced Cyber — Threat
Intelligence, Detection and Mitigation Platform for a Trusted Internet of Things» (K.A. 0333).

H Emitponn Epeuvwv kat Alaxeiplong, AapBavel yvwon kat anodaocilel opddpwva:

o) TNV €ykplon tou um’ aptBu. 8250/10.07.2019 Mpaktikol Emitpomrg AfloAdynong oto mAaiclo tng ut’

aplBu. 6930/18.06.2019 NpdokAnong EkdnAwong EvéladEpovtog, 6mwg mopouactdletal oto MNapdaptnua tng

napovoag anddpaong TNG omolog anoTeAel avandomaoTto HEPOG Kal

B) tnv £ykplon olvoync cupBdcswv avdadeong £pyou oto mAaiolo tou €pyou «CYBER- TRUST: Advanced

Cyber — Threat Intelligence, Detection and Mitigation Platform for a Trusted Internet of Things» (K.A. 0333),

LE TOUG KATWOL:

1. Mapaokeudg— Fewpylog KoAoBéag — Bapvapag (AOM: 164605969) — O¢on 1 e avtikeipevo: «Avamtuén
HEBOSWV TIPOANTITIKAG CUANOYN G KaL Stapolpacpol Sedopévwy amno to Babu otd (deep web), pe xprion
TEXVLKWV LNXAVLKAG LABNOoNG, yla TNV eVpeon eumaBelwv LNSEVIKAG NUEPOGY, VLA TO XPOVLKO SLAoTnua
12 pnvwv amod tnv urnoypadn tng cLuBaong, apolfr 4.200,00 eupw CUUTEPIAOUPAVOUEVWV KPATHOEWV
Kall e SuvatotnTa avaveéwong.

2. Kwvotavtivog — Mavaywwtng Mpappotikakng (AOM: 162071806) - ©£on 2 He avtikeipevo: «Avamtuén
TEXVIKWV ylo. TNV aviyveuon KakoBouAou AoyloplkoU, tnv mopokoAoUBnon tng Katdotoong
SLOSIKTUOKWY CUOKEUWV, KABWE KOL TN CUYKEVTPWON OTOLXELWV Yl TIEPALTEPW AVAAUOH KOl EKTIHNON
EUTTABELWV», yLot TO XPOVIKO Sldotnua 12 pnvwyv and tnv unoypadr tg cupuPaong, apolpn 4.200,00
EUPW CUUTEPIAAUPAVOUEVWY KPOTOEWV Kal e SUVATOTNTA AVOVEWGCNC.

H Emuwtpony Epeuvwy kat Alaxeiplong e€ouvaotodotel T Movada OlKOVOULIKNG Ko ALOKNTIKAG YITOoTHPLENG

(MOAY) tou EldikoU Aoyaplacpol KovSuAiwv Epeuvag va poBel oTLg amapaitnteg EVEPYELEG.

TpimoAn, 23 louAiou 2019
H Npoedpog tng Enttponig Epsuvwv ko Ataxeipiong
tou Naveniotnpiov NMelonovviicou

KaBnyntpia Zodia Zuya
Avunputavng Epeuvag ko Awa Biou Eknaibsuong
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NAPAPTHMA

ITANEIIIXTHMIO NIEAOIIONNHXOY
EXOAH OIKONOMIAZ, AIOIKHEHZ KAI TAHPO®OPIKHE

Tunqpa [MAnpogopikng kot Tniemucovmviav

Axadnpaikov I.K. BAdyov, 22131 Tpinoin Tpinoln, 10 Iovkiov 2019

ITPAKTIKO AZEIOAOI'HEHX

To mapdv mpaxtikd cuvtdydnke oto mAaiclo ¢ dwdikaciog aloldynone vmoyneiov g v’ aplop.
6930/18.06.2019 mpdokAinong ekdNA®ONG evAlpEPOVTOG Yo avibeon épyov oe 300 (2) gpgvvntég g
vAomoinong Tev akoAovBwV TUnudT®V ToL épyov Cyber-Trust: advanced cyber-threat intelligence, detection,
and mitigation platform for a trusted internet of things pe K.A. 80333 mov ypnuatodoteiton and 1o
npoypapua Horizon 2020 g Evponaikng Evoong —Grant Agreement No. 786698:

= Oéon 1". Avtikeipevo: Avartoén pneboddwv TPOANTTIKNG GUAAOYNG Kol SLOUOPUGUOD dEGOUEVOV amtd TO
Bab0 1016 (deep web), pue ypnon TEXVIKOV UNYXOVIKNAG HABNoNG, Yoo TNV g0PEST] EVTTOOELDV PNOEVIKNG
NuéPG.
Xpovikn Awgpketa: Amdexa (12) unqveg
Apopn: Téooepig yddeg Swakodoio (4.200) Evpd, cvumepiiopfovopévev Kpotnoemv, Kol Ue
duvartdTTa avovémong couPacnc.

= Ofon 2" Avrukeipevo: AvAmTuEn TEXYVIKOV Yo TNV avixvevon kakOPovAov AOYIGHIKOD, TNV
TopaKoAoHONGN NG KATAGTAOTG OLUSIKTVOK®Y GLOKELMY, KAOMG Kol TN CLYKEVTIPMGT GTOLEIDV Yo
TEPALTEP® OVAALON KOl EKTIUNGT) EVTOOELDV.
Xpovikn Awgpketa: Amdeka (12) unqveg
Apopn: Téooepic ymadeg Oakooio (4.200) Evpod, ocvumepiiappovouévov Kpatnoemv, Kol e
duvatoTnTa VOVEDOTG COUPACTC.

Ta toktikd péAn g emrpomng afloldynong aithoemv, kk. Nuoioog Koriokotpmvng, Kawvotaviivog
Baotidkng, kot Zrvpidwv Xkiaddémovlog, devipynoav v aloAdynon ToV oTHOE®MV Kol TOV GYETIKOV
dkatoloyntik®v mov vaefAndnoav uéypt tig 3 Tovdiov 2019 (nuepounvia ANENG OTOGTOANC AUTHOEWV) OO

TOVG LTOYNPIOLG, Yo TNV TpoavapepBeioa TpdskAnon ot ['pappateio tov Ewdikod Aoyapracuov Kovéviiov
‘Epevvag tov [Movemomuiov Ilehomovviicov oty Tpimoin. Eunpdbeoua vaéfarav aitnon ot akdiovbot

VITOYNPLOL:

Ovopoter@vopo vroyneiov ApOp. 0éong ApOp. TpmTOKOLLOV
[Mopaockevdg-T'ewpyrog KOAOBEAZ-BAPNABAX ®¢on 1" 7792/03.07.2019
Kovotavrivog-Tlavayiwtmg TPAMMATIKAKHE ®éon 21 7576/28.06.2019

Awdkacia a&lorhoynong

Aappdvovtag voyn Tovg dpovg g v’ aptfp. 6930/18.06.2019 npdoKrinong, N ETAOYT TOV VIOYNPinY
€ywve mpadTa PACEL TV OTOLTOVLEV®V TPOGOVIMV KL €V cLVEXELD, EPOGOV TANPOLVTAL, PACGEL TV EMBLUNTOV
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TPOGOVIMV YPNCULOTOIDVTUS TOVS OVTIGTOLYO0VE GUVTEAESTEG PapvTnTag Tev Kpttnpinv. Kdbe kpirhplo
Babuoroyeiton pe apiota to 100.

H Emutponn kdAece oe cuvévtenén tovg vroyneiovg otig 10 Toviiov 2019 yo 1 dopudpemon TG TEAIKNG
KatdToéng. Metd amd pHeAETN TV QUKEAWDV TV LITOYNEioV, 1| Emttpont| katoAnyel 6ta KatwmoL.

@éon 1"

I'o ™ ovykekpluévn Béon vrofAndnke epunpdOeoua pio (1) aitnon tov k. IMapackevd-T'edpyiov KOAOBEA-
BAPNABA (ue A.T1. 7792/03.07.2019).

Amoutoduevo, Tpooovra

Metd tov EAeyy0o TNG ATNONG KOl TMV GUVOSEVTIKMV SIKOLOAOYNTIKMV SAmIGTMONKE OTL 0 LTOYN P0G SlabéTEL
TO, TTOLTOVUEVD TTPOGOVTOL:

= JIpomtuylaxog ormtig (teleidpottoc) cuvagovg Ilavemotuokod 1 [Holvteyvikod Tuqpotog — PA.
onueimon.

»  Emtoyng e&étaomn o€ HobqUOTO TOV TPOYPAUUOTOC TPOTTLYIONKAOYV CTOLdMV ToL oyetilovtal ue
mpoypoppatiopnd oto dadiktvo kot dwayeipion dedopévmv/minpopopiag.

= Apiot yvoorn AyyAKng YADGCAS.

Embounta npooovro.

H Babuoroyia mov Aappdver o vmoynelog amd Ty TPIUEAN EMTPOTN, COUPOVO UE TNV TPOKNHPLEN Kot TV
e&étaon Tov vroPAnBéviog pakélov, TapatiBeTol GTOV TOPAKATM TIVOKOL:

Kpuripro emoyng Mococté  BaOpolroyia Hapatnpicseig
paBpoioynong
» ['voon 2" guponaikig EEVNG YAOCGOS 10% 60 Itoyio Diplome d’Etudes en
Langue Frangaise DELF B2
» ['voon/euneipio otnv avantoén 20% 100 Amodedetypévn dpiotn yvoon
AOYIGUIKOD LLE YPTON CLGTNUATOV 070, TAOIC10 EPYOCIDV
Swyeiprong (nueydiwv) dedopévev (T.y. pobnudatov

ovotnubérov BA 6mwg MySQL/
PostgreSQL, cvotipata peydiwmv
dedopévov 6mwg Hadoop, «.a..).

» ['voon/euneipio otnv avamtuén 10% 100 Amodedetyuévn dplotn yvoon
Aoylouikov ue yprion PHP/Java/Python OTO TAQICLO EPYACLOV
KOl TEYVOLOYLDV O101KTVOV pobnudatov

» [voon/euneipio otnv avamtuén 20% 100 Amodedetyuévn dplotn yvoon
AOYIGUIKOV LLE (P10 CLOTNUATMV/ 070 TAOICL0 EPYOCIDV
gpyoleiv unyovikng pabnong (w.y. ponuatov
Weka, nltk, Lemur, «.a.)

= Yuvévtevén 40% 100 O gpotoeig e Emtponnic

omavTHONKAY TANP®G
Xyvoro 100% 96

Koatomy g avotépm a&loAdynongs, n Enttponn| eionysital opdova Kot yopic Kapio emviasn tv avadeon
Tov épyov otov K. [lapackevd-I'edpyro Koropéa-Bapvapfa (pe cuvorkn Babuoroyia 96) yio trv vAomoinon
TOV TUNUOTOG OV avTioToyel otn Béon 1, xkabohg Sbétel Ta amopaitnta Tpoodvta Kot ival 0 LOVOIIKOC
VIOYNPLOG Y1 TV €V Ady® BEom).
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Oéon 2"

Mo 1t ovykexpuévn Béon vroPAndnke eunpobecpo pio (1) aitmon tov k. Kevortavtivov-Ilavayidm
TPAMMATIKAKH (pe A.IL. 7576/28.06.2019).

Amoairtodusve Tpocovro.

Metd tov éheyyo TNG AlTNOMG KoL TOV GUVOSEVTIKMV SIKALOAOYNTIKMV SAmIGTOONKE OTL 0 LITOYN P0G SlabéTet
TO. OTTOLTOVLLEVOL TTPOGOVTAL:

= JIpomtuylaxog ormtg (teleidportoc) cuvapovg [lavemotuokod 1 [MoAvteyvikov Tpunuatog — PA.
onueioon.

»  Emtoyng e&étaon o pobUato To TPOYPAUUOTOS TPOTTUYLOKDV GITOLO®MY Tov oYeTilovTal Le ao@IAELL
GLGTNUATOV / SIKTO®V / TAPOPOPLOV.

»  Tvoon/eumeipio og TEQVIKEG GTATIKNG Kot SUVOLIKNG avaAvong kKakoBoviov Aoyiouikov (malware), 6mwmg
OTTOOEIKVVETOL OO GYETIKO PAKELO EPYOCIOV.

Embounra zpocovro

H BaBporoyio mov Aappdver o vmoynelog amd TV TPIUEAT EMTPOMY, GOUPOVO LE TNV TPOKNPLEN Kot TNV
e&étaon Tov vroPAnBEvtog akélov, TapatiBeTol GTOV TOPAKATO TIVOKAL:

Kprripro emioyng I[Mocoot6  BaBpolroyia Hapatnpriceig
podpolroynong
» [voon AyyAkng yA®coog 10% 0 Agv xoTatédnke avtiypoapo
TTUYlov AyyMKNG YADGGOG
» ['voon/eumeipio o OEUaTO GTATIKNG Ko 10% 100 Amodederyuévn dplot yvoon
SVVOIKNG AVAALOTC KIVODV@OV Kot o0 TAQICLO EPYACLOV
eKTiuMmong evmabeumv pofnpdtov
» YroPAnOeicec 1| Onpocievpéveg epyacieg 20% 100 Epyooia o€ aviyvevon
o€ OYETIKA [ TN Béon avtikeipeva malware dnpocievpévn 6to
2018 IEEE DASC Conf.
= Ko yvdon YA®GemY TpoypoUUaTICUOD 20% 100 Amodederyuévn yvoon C,
C/C++, Java, Python Java, Python (GitHub)
= Yvvévtevén 40% 100 O gpotoeig ¢ Emtponng

amovInOnkay TANpmg
Xovoro 100% 90

Koatomy g avotépm a&loldynong, n Emtponn etonysiton opdemva kot ympic kapio emedialn tnv avébeon
tov épyov otov k. Kovertavrive-Ilavayioty Tpappotikdakn (pe ocvvolikny Pabuoroyic 90) yu v
VAOTOINGT TOL TUNUATOG IOV avTioTol el ot Béom 2, kKabmg dabétel Ta amapaitnta Tpoodvta Kat gival o
LOVOSIKOC VTTOYNPLOG Yo TNV &V AOYm OEom.

Inpeimon (Yo 6Aec Tig 0éo€1g)

Q¢ cvvapég voeiton tunpa Hovemomuaxo 1 [oAvteyvikd [TAnpogopikng 1 [TAnpoeopikng Kot
Tniemucowoviov 1 Hiextpodldyov Mnyavikov & Mnyovikod Yroloyiotdv 1| Eeappocpévng
[Mimpogopikig n Hiektpordyov Mnyovikod & Texvoroyiag Ymoioyiotdv 1 Mnyovikov H/Y kot
[TAnpoeopiknc 1 Emotiung Yroioyiotmv 1 Hiektpovikov kot Mrnyavikod Ymoloyiotdv 11 Mnyovikov
[Minpogoplokdv & Emkowveoviakodv Zuotnudtov 1 Mnyavikeov H'Y Tniemuovoviov kot AIKTiov 1
Emotmung ko Teyvoroyiag Ymoroyiotodv 1 Emotiung kot Teyvoloyiag Tniemucotvaviov 1 [TAnpopopikic
(E.A.IT) | Awaxtikng g Texvoroyiag kot Pnoelaxov Xvotmudtev 11 Emictnudv kot [loAticpon -
Koatevbvovon H/Y (IL.Z.E) 1 woot0, avtiototryng e101ko6TnTaG oY0ADV TG dAlodamig (AIKATXA /
AOATAII 6mov amotteiton).
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Bdoel tov avatépm, N GLYKEVTP®TIKN AMOTO LE TOVE TPOTEWVOUEVOLG amd TNV TPEAn Emtpony vroyneiovg
v 16 0éoeig 1 kou 2 g mpdokinong 6930/18.06.2019 éxet wg eéng:

= Qéon 1" «. [Topackevdg-I'edpylog KoroBéac-Bapvapog
= Oéon 2" k. Kovotavtivog-TTavayidtng I'poppotikakng

H Enurponn) a&oldynong cuvétaée to mapov Tpoktikd, to omoio vréfole otov Ewdikd Aoyaplacpod
KovovAiov ‘Epevvag tov [avemotnuiov [Iedomovviicov.

TA MEAH THX EHITPOITHE AZIOAOT'HXHX

Nwkéraog Korokotpavig Kovoetavrivog Bacihdkng Yropidwv Xkiadémoviog
Avaminpawriic Kabnyntiis KaOnynric KabOnynic
Tunpa [TAnpoeopikng Kot TpApa [TAnpoeopikng Kot Tunua [IAnpoeopikng Kot

TnAemkowvovidv TnAemkovoviov TnAemkowvovidv
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